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2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item



2.2	Parent Work Item

	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	N/A
	N/A
	N/A



2.3	Other related Work Items and dependencies

	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	{optional free text} 



Dependency on non-3GPP (draft) specification: 
Early draft amendment to Rec. ITU-T X.509 | ISO/IEC 9594-8, “Decentralized PKI”. 20-30 April 2021.
3	Justification
 3GPP has spent many efforts to study the issue pertaining to cross-domain certificate management in the past.  This issue, however has not been well addressed in 3GPP system till now. NDS/AF has defined cross-certification process for establishing a secure channel between two SEGs. Such process is rarely deployed in practice due to its complexity. In 5G system, cross-domain certificates are manually managed by SEPPs. This may leads to a long deployment period. Moreover, a mechanism to check the revocation information of a certificate in SEPP is missing. In the SBA archtecure,the client credentials assertion (CCA) based authentication cannot be used in the roaming case as the cross-domain certificate management specified in NDS/AF is rarely applied.

A blockchain system can create and maintain an immutable ledger to record transactions among un-trusted or semi-trusted participants by using cryptographic algorithms and consensus mechanisms. It has the advantages of decentralization, non-tampering, and trustworthiness. So blockchain technology is one of promising approaches to address the trustworthy issues in cross-domain certificate management. ITU-T has been working on the standardization of the DPKI (Decentralized Public-Key Infrastructure), which is established on the basis of permissioned blockchain system.  Blockchain based approach like DPKI  relies on the immutable blockchain to ensure the authenticity of public keys, which overcomes the shortcomings of the conventional PKI. There are many merits if blockchain based approach like DPKI is applied to cross-domain certificate management in 3GPP system, such as no cross-certification needed, fast and flexibile deployment, no delegation problem, easy to obtain revocation information,  and CCA used in the roaming case. 

Based on the aforementioned discussions, there is a need to create a study item to investigate how blockchain based approach like DPKI can be introducted into the 3GPP system. 

 
4	Objective
The objectives of this study are to: 
1. Identify the need to introduce the alternative approach into 3GPP system for cross-domain certificate management
a.  Investigate the limitations of current schemes used for cross-domain certificate management. 
b.  Justify the merits of blockchain based approach for cross-domain certificate management.
2. Develop the solutions to apply the blockchain based approach to 3GPP system for managing cross-domain certificates 

5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	33.xxx
	Study on blockchain based approach for cross-domain certification management in 3GPP system
	TSG#98 
	TSG#99
	Fuwen Liu,
China Mobile
liufuwen@chinamobile.com





	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	N/A
	N/A 
	N/A 
	N/A 



6	Work item Rapporteur(s)
 Fuwen Liu, China Mobile, liufuwen@chinamobile.com
7	Work item leadership
SA3
8	Aspects that involve other WGs
 
9	Supporting Individual Members

	Supporting IM name

	China Mobile
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